Atty. Dkt, No. 040373-0263 



Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 
Listing of Claims: 




1 . (Currently Amended) A works protecting system comprising an AV data 
tra^smitting-receiving device for transmitting contents of works and a transmitting-receiving 
devicl^ on another party for receiving the works, 

wherein said AV data transmitting-receiving device comprises command input means, 
command control means, AV data transmitting means, encrypting means, first authenticating 
means, first inp^t/output means, device ID detecting means, and authentication histories 
storing means, 

wherein said transmitting-receiving device on another party comprises second 
input/output means, AVMata receiving means, decrypting means, and second authenticating 
means, wherein the device detecting means is configured for detecting, when the 
transmitting-receiving device\>n the another party is connected to a transmission line, a 
device ID thereof, and 

wherein said authenticating i^ans performs a device authentication operation for 
mutually checking that both said devices are devices based on certain rules, and a key 
exchange operation for sharing a cryptogrsmhic key for simultaneously encrypting and 
decrypting the works when said transmittingVeceiving device on another party with a history 
that authentication has been previously perforrnfed therefor is connected to a transmission line. 

2. (Currently Amended) A works protecting, system comprising an AV data 
transmitting-receiving device for transmitting contents^f works and a plurality of 
transmitting-receiving devices on [[the]] other parties forVeceiving the works, 

wherein said AV data transmitting-receiving device comprises command input means, 
command control means, AV data transmitting means, encrypting means, first authenticating 
means, first input/output means, device ID detecting means, authentication histories storing 
means, and cryptographic key storing means, 
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wherein each of said plurality of transmitting-receiving devices on the other parties 
composes second input/output means, AV data receiving means, decrypting means, and 
second aiithenticating means, wherein the device ID detecting means is configured for 
detecting\vhen the transmitting-receiving device on one of the other parties is connected to a 
transmission^ line, a device ID thereof, and 

wherein\aid authenticating means performs a device authentication operation for 
mutually checkingSthat both said devices are devices based on certain rules, and a key 
exchange operation mr sharing a cryptographic key for simultaneously encrypting and 
decrypting the works when said transmitting-receiving device on another party with a history 
that authentication has be^ previously performed therefor is connected to a transmission line. 

3. (Currently Amende^^ A works protecting system comprising an AV data 
transmitting-receiving device fontransmitting contents of works and a transmitting-receiving 
device on another party for receiving the works, 

wherein said AV data transmittmg-receiving device comprises command input means, 
command control means, AV data transmitting means, encrypting means, first authenticating 
means, first input/output means, and device ID detecting means, 

wherein said transmitting-receiving device on another party comprises second 
input/output means, AV data receiving means, deciwpting means, and second authenticating 
means, wherein the device ID detecting means is configured for detecting, when the 
transmitting-receiving device on the another party is connected to a transmission line, a 
device ID thereof, and 

wherein said authenticating means performs a device authentication operation for 
mutually checking that both said devices are devices based on ce^ain rules, and a key 
exchange operation for sharing a cryptographic key f or simultaneously encrypting and 
decrypting the works when said transmitting-receiving device on anofljer party is connected to 
a transmission line. 
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\ 4. (Original) A works protecting method for the works protecting system according 
to claim 1, said method comprising the steps of: 

oetecting an ID of said transmitting-receiving device on another party with said device 
ID detecting means; 

checking whether the ID of said transmitting-receiving device on another party is 
included in historical information stored in said authentication histories storing means; 

performing tne device authentication operation and the key exchange operation with 
said second authenticating means on another party by said first authenticating means, if the ID 
of said transmitting-recei\dng device on another party is included in the historical 
information; \ 

notifying the command\o said AV data transmitting means through said command 
control means and starting transmission of the AV data with said AV data transmitting 
means, when a command input for an AV data transmission direction is provided from a user 
to said command input means; \ 

waiting for a command input for a^ AV data transmission direction from a user to said 
command input means, if the ID of said transmitting-receiving device on another party is not 
included in the historical information; \ 

performing the device authentication operation and the key exchange operation with 
said second authenticating means on another party oy said first authenticating means, when 
the command input for the AV data transmission direction is provided; 

recording the ID of said transmitting-receiving device on another party as historical 
information in said authentication histories storing means after the device authentication and 
the key exchange operations; \ 

notifying the command to said AV data transmitting meaks through said command 
control means and starting transmission of the AV data with said Av data transmitting 
means; \ 

-5- \ 
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encrypting the AV data with said encrypting means using the cryptographic key and 
sendirfg the encrypted AV data to said first input/output means; 



sekding the encrypted AV data to a transmission hne with said first input/output 



means; 




receiving the encrypted AV data fi"om the transmission Une with said second 
input/output means; 

decrypting thevencrypted AV data with said decrypting means using the cryptographic 
key and sending the decrypted AV data to said AV data receiving means; and 

receiving the decrypred AV data with said AV data receiving means. 

5. (Currently Amended)\A works protecting method for the works protecting system 
according to claim 2, said method comprising the steps of: 

detecting an ED of said transmitt^ng-receiving device on a first other party with said 
device ID detecting means; 

checking whether the ID of said trans)nitting-receiving device on the first other party 
is included in historical information stored in said authentication histories storing means; 

performing the device authentication operation and the key exchange operation with 
said second authenticating means on the first other paky by said first authenticating means, if 
the ID of said transmitting-receiving device on the first o|her party is included in the 
historical information; 

recording a cryptographic key shared as a result of the key exchange operation as a 
first cryptographic key in said cryptographic key storing means; 

detecting an ID of said transmitting-receiving device on a s^ond other party with said 
device ID detecting means; 
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checking whether the ID of said transmitting-receiving device on the second other 
party i^included in historical information stored in said authentication histories storing 
means; 

performing the device authentication operation and the key exchange operation with 
said second authenticating means on the second other party by said first authenticating means, 
if the ID of said transmitting-receiving device on the second other party is included in the 
historical informatic 

recording a cryptographic key shared as a result of the key exchange operation as a 
second cryptographic key in said cryptographic key storing means; 

notifying the commanci to said AV data transmitting means through said command 
control means and starting transmission of the AV data with said AV data transmitting 
means, when a command input fonan AV data transmission direction for said transmitting- 
receiving device on the first other paky or for said transmitting-receiving device on the 
second other party is provided fi*om a user to said command input means; 

waiting for a command input for an. AV data transmission direction for said 
transmitting-receiving device on the first othV party fi-om a user to said command input 
means, if the ID of said transmitting-receiving ^evice on the first other party is not included 
in the historical information; 

performing the device authentication operation and the key exchange operation with 
said second authenticating means on the first other parW by said first authenticating means, 
when the command input for the AV data transmission dVection is provided; 

recording the ED of said transmitting-receiving devic^ on the first other party as 
historical information in said authentication histories storing mpans after the device 
authentication and the key exchange operations; 

recording a cryptographic key shared as a result of the key exchange operation as a 
first cryptographic key in said cryptographic key storing means; 
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\ waiting for a command input for an AV data transmission direction for said 
transmitting-receiving device on the second other party from a user to said command input 
means\if the ID of said transmitting-receiving device on the second other party is not 
includea\in the historical information; 

peribrming the device authentication operation and the key exchange operation with 
said second authenticating means on the second other party by said first authenticating means, 
when the comniiuid input for the AV data transmission direction is provided; 

after the device authentication and the key exchange operations, recording the ID of 
said transmitting-receVing device on the second other party as historical information in said 
authentication histories storing means; 

recording a cryptographic key shared as a result of the key exchange operation as a 
second cryptographic key in smA cryptographic key storing means; 

notifying the command to said AV data transmitting means through said command 
control means and starting transmission of the AV data to the transmitting-receiving device 
on the first other party or to the transnokting — receiving device on the second other party with 
said AV data transmitting means; \ 

encrypting the AV data with said encWpting means using the first cryptographic key 
and sending the encrypted AV data to said firsrdnput/output means, if the command input for 
the AV data transmission direction for said transmitting-receiving device on the first other 
party is provided from a user to said command input means; 

sending the encrypted AV data to a transmission line with said first input/output 
means; \ 

receiving the encrypted AV data from the transmission line with said second 
input/output means on the first other party; \ 
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decrypting the encrypted AV data with said decrypting means on the first other party 
using thesiirst cryptographic key and sending the decrypted AV data to said AV data receiving 
means on the first other party; [[and]] 

receivingsthe decrypted AV data with said AV data receiving means; 

encrypting thesAV data with said encrypting means using the second cryptographic 
key and sending the encWpted AV data to said first input/output means, if the command input 
for the AV data transmissi^ direction for said transmitting — receiving device on the second 
other party is provided firom aSiser to said command input means; 

sending the encrypted AV d^a to a transmission fine with said first input/output 

means; 

receiving the encrypted AV data fi"^ the transmission Hne with said second 
input/output means on the second other partyp 

decrypting the encrypted AV data with saiosdecrypting means on the second other 
party using the second cryptographic key and sendingsthe decrypted AV data to said AV data 
receiving means on the second other party; and 

receiving the decrypted AV data with said AV data receiving means. 

6. (Currently Amended) The works protecting method K>r the works protecting 
system according to claim 4, wherein the transmission line for said^^V data [[is]] comprises a 
IEEE1394 high-speed serial bus. 

7. (Currently Amended) The works protecting method for the w^ks protecting 
system according to claim 5, wherein the transmission line for said AV dataN([is]] comprises a 
IEEE1394 high — speed serial bus. 
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